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Replay Attack Research on ‘ Quickpass’ Card and Analysis on
Weakness of PBOC3. 0 Protocol
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Abstract; ‘ Quickpass’ , a service based on NFC ( near field communication) which allows free pay under small amount of money
launched by China Unionpay , has riched people’ s life , but also makes the users’ personal information and property security under dread-
ful threats. For this, focused on one weak point of ‘ Quickpass’ ,the ‘ Quickpass’ card,we design a model for replay attack and its corre-
sponding communication protocol based on PBOC3. 0 protocol. With PC and its attached application we monitor the communication
process between ‘ Quickpass’ card and POS,and then describe a simulation of replay attack to Quickpass card with successful deduction.
Through analysis of data caught and PBOC3. 0 protocol, we have found the vulnerability of PBOC3. 0. In the end, we put forward the
measures against replay attack to ‘ Quickpass’ card and improving PBOC3. 0.
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