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Research and Application of Browser Fingerprint Technology

YANG Li-peng, WANG Tuo,FAN Chun-mei
(China Academy of Railway Sciences,Beijing 100081, China)

Abstract: In order to prevent the user’ s information from being stolen and find the abnormal login of users, we can study the user’ s browser
features and establish an unique ID that identifies the user’ s fingerprint. As the browser fingerprint algorithm based on the information entro-
py will generate a different fingerprint for the same one with subtle changes, the error rate of fingerprint recognition is increased. In order to
improve above method,we introduce the browser fingerprint identification algorithm based on the information entropy of the browser finger-
print and the similarity calculation. It gets an ID by information entropy calculation formula for different browser features. When the same us-
ers occur but their information entropy don’t match, it is determined according to the similarity of the calculation. The proposed algorithm
comprehensively considers the perfect matching and partial matching for fingerprint, which improves the discrimination to the same finger-
print. The experiment shows that it can be better identification of the users.
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