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Abstract; The role based access control (RBAC) is a common authorization mechanism in software system , while task is the core author-
ization unit in workflow engine, which makes it hard to apply RBAC into workflow system. On the basis of RBAC, we connect the roles
and the tasks in the workflow for access control and authorization of resources by defining a resource boundary , which prevents effectively
workflow from building a separate authorization control with increase of system complexity ,and enables the authorization of the same ob-
ject to be unified inside and outside the workflow. At the same time, we also extend the meta—model of business process modeling nota-
tion (BPMN) in secure constraint so as to accurately express the security constraint requirements based on roles and tasks in the flow-
chart, which provides a good support for the presentation and execution of business process. Finally, we apply this approach into a typical
business process in a power supply company , which is analyzed and verified in specific business application.
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