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Abstract ; With the popularity and development of cloud storage , the security of the data in the cloud has been paid more and more atten-
tion. In view of the problem that the user and the cloud service provider cannot offer convincing credentials to duty partition when the data
stored in the cloud has been unlawful modification or accidental damage ,a data security accountability scheme based on trusted third party
is put forward. It, which takes the trusted third party as the core and bond, traces the responsibility when any party has objection. For every
user data operations, trusted third party is through the online status judgment and authenticated by the corresponding file permissions. The
user data operations only by the trusted third party online status and user data file permissions audit can be accepted by the system and

their records are stored in the credentials which the both couldn’t deny. It uses the trusted third party instead of users to audit and ac-
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count, and solves the problem reliably and efficiently that the user disagree the data state but cannot trace back.

Key words: cloud storage ;trusted third party ;audit ; accountability ; data security
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