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Abstract : Information crime has characteristics including non-violence, high covert and across space and time so that the evidence is diffi-
cult to acquire and track due to the uncontrollable spread in information crime. To deal with the question of achieving information crime
proof in electronic virtual environment,on the basis of analyzing the content and form of information crime proof in electronic virtual en-
vironment, the chain of electronic proof based on layer and characters of crime in virtual environment has been presented. Furthermore the
virtual chain, physical technology chain,data link and software tool chain have been formed when the crime behavior happens in the phys-
ical layer,network layer,operating system layer, application layer and presentation layer. The chain of electronic proof in the electronic
virtual environment layer has been constructed , which not only provides the more comprehensive proof for information crime to improve
the traceability of evidence in strong concealment and train—time—space electronic virtual environment, but also strengthens the protection
of data on information crime,and the traces of crime have been left behind in every level for the emerging of complete criminal evidence.
Therefore the chain has built the bridge between the virtual and the reality on information crime. Investigations on electronic virtual envi-
ronment layer have provided new method for studies on information crime.
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