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An Image Encryption and Compression Method Based on Chaos
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Abstract: The transmission of image information needs to be compressed and encrypted to reduce redundancy and prevent unauthorized
accessing. Image compression has been investigated for a long time, so various compressed algorithms and theories have emerged in an
endless stream,and there is still space for improvement in the field of encryption compression. In view of the known-plaintext attacks and
other hacker attacks,on the basis of studying on Logistic chaos encryption and mage encryption and compression method based on chaos
scrambling ,an inverse fusion method is proposed. It fuses the color component extracted in RGB image after it is conducted Discrete Co-
sine Transform (DCT) ,which carries out compression and encryption meanwhile, improving its security significantly. Although it can
meet the requirements of normal encryption, previous investigations have shown that once leaked part of plaintext, its safety must be re-
duced. In order to improve the security against known-plaintext attacks,Logistic chaos scrambling has been employed as the second en-
cryption after encrypted and compressed. The experimental results show that it can successfully resist the known-plaintext attacks and hac-
ker attack test with good compression performance.
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