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Abstract: Due to the openness of the channel,the wireless communication faces the danger of being eavesdropped, so it usually uses en-
cryption to enhance the security of communication. The wireless physical layer key technology utilizes the time—varying and reciprocity of
radio channel,not only to achieve " one—time pad" ,but also to eliminate the need for key distribution, avoiding the risk of leak caused by
key distribution for the traditional encryption technology. Therefore it has become one of the latest research hotspots in the field of infor-
mation security. For this reason,the physical layer key generation method based on the characteristics of the wireless channel is reviewed
and summarized ,and their advantages and disadvantages are compared. According to the inconsistent problem of the initial generation of
the key, the key agreement protocol are analyzed in three aspects ; information reconciliation , consistency authentication and privacy ampli-
fication. Some typical techniques and algorithms are summarized,and their advantages and disadvantages are compared. Further research
direction is to make full use of channel characteristics,and to design better quantitative strategies, which can improve the consistency of
the initial key and reduce the level of information reconciliation. At the same time, the randomness of the key and the rate of the key gen-
eration should be considered. In the key agreement phase,a better channel coding is designed to correct the error.
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