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Abstract In view of current mobile office which is becoming more and more popular, the major companies have developed a variety of
internal mobile terminal applications. Enterprise employees need to log in these applications frequently ,and each time they log on to waste
a lot of time, reducing the efficiency of the work. At the same time, they need to remember a wide variety of user name and password , not
only time—consuming and hard work , but also the existence of security risks. Therefore, it is necessary to develop a new method which can
carry on the secure single sign on the mobile terminal. Through the analysis of the prospect and present of terminal application and the ex-
isting single sign—on system,a new method for single sign—on based on Android mobile terminal is put forward. This method is based on
the digital certificate technology and combines the SOAP protocol and Web Service to make the identity authentication come true. And it
uses Android application instead of browser’ s redirection technology which can get the authorized resources. Thus the access to different
application systems has been constructed by digital certificate identity authentication technology and single sign—on based on Android mo-
bile terminal comes true. The experimental results show that this system supports single sign—on between different systems,and the user
just needs to log in once to access to all the authorized resources,and that it can not only improve the efficiency of users,but also bring
convenience to the administrator’ s management.
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