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Investigation on Parallel Scheme of CryptDB Encrypted Database System
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Nanjing 210003, China)

Abstract: Encrypting data with encrypted DBMS is a feasible way to protect privacy of customer’ s sensitive data on the Internet. Due to
the massive privacy data generated by Internet every day, the traditional serial calculation can lead to longer time consumption of encrypt-
ed storage of privacy data. Combined the characteristic of MapReduce and CryptDB , a parallel insert and distributed storage scheme is de-
signed and realized to improve the accelerate the speed of encrypting. Another two algorithms named JobControl and FileSplit are also
proposed to improve the parallelism and controllability of this scheme. Map method in MapReduce is rewritten to achieve the parallel en-
cryption and distributed storage of CryptDB system. After doing the experiments and performance analysis on the platform consists of 1
Master node and 3 CryptBD nodes and 3 MySQL server nodes, the experimental results show that the speed—up radio of this proposed
scheme can reach 2. 51 ,and the total time cost of CyrptDB parallel scheme can be reduced to 39. 8% on the cluster consisting of 3 Cyrpt-
DB nodes. It can be used into the encryption and storage of large—scale relational data.
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