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An Intrusion Detection Method for Wireless Sensor Network of
Malicious Node Attack
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Abstract; Wireless sensor nodes are usually random deployment in the absence of infrastructure network. When the sensor node position
exposed to malicious attacks environment, the attacker will attack the network coverage holes,and nodes are vulnerable to unknown at-
tacks leading to positioning error. Wireless sensor networks is difficult to operate safely in no case of human involvement. To solve this
problem, an intrusion detection algorithm based on wireless sensor network node is designed, which can solve the problem of unrecognized
unknown attacks. The outliers generated by attacks are detected through clustering techniques, and the correctness of the algorithm is
proved theoretically. Test and experiment means that the algorithm on the premise of protecting the sensor network completes the un-
known attack detection, repair and positioning.
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