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Abstract : Aiming at security problems in the process of multi parties performing K ~mean clustering mining task under distributed envi-
ronment , such as potential collusion attacks and eavesdropping attacks leading to privacy disclosure and sensitive knowledge to be found,
a privacy protection algorithm , PPDK , is proposed. In the case of the horizontal distribution of the data objects, this algorithm has designed
a new encryption mechanism based on the idea of the homomorphic encryption. By improving the generation of the encryption key, it
makes each parties hold different keys. One party can’ t decrypt the cipher generated by other parties. And in the process of calculating,
all encryption and decryption operations are executed by the participants independently. Therefore, it can limit the possibility of semi hon-
est parties trying to eavesdrop the other parties’ private information and conspire with center site. Theoretical analysis and experimental
results show that within the effective time,PPDK algorithm can ensure that the distributed K ~means clustering mining tasks get a correct
results,,and the privacy of the data has a very good protection.
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