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Abstract; With the constant progress of SOC technology , mobile devices are more and more powerful ,and the people relies increasingly
on them. Richer applications enhance the capability of mobile devices,but malicious APP which aim to steal users’ private information
are also spring up. To protect users’ privacy,an encrypted on—the—fly solution based on Xposed is proposed which is combination of a
popular Hook framework on Android. This solution uses SharedUserld and developer’ s signature as identity to calculate the secret key for
encryption , so that every different APP has a different key. Hence even the malicious app runs as root user, it still cannot obtain other APP
private data which improves the security of Android devices. The process is done automatically , without application developers and users
to participate in,don’ t need to change the habit of development and use.
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