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Collection and Analysis of Data Flow in Mobile Botnet
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Abstract : In recent years, mobile Botnet has become the biggest threat for mobile communications and network security. With the continu-
ous enhancement of the function of mobile devices, it provides a better environment for network crimes. Therefore, Botnet and other new
types of malicious software in mobile devices and networks have been spread. Investigation on mobile device security has not still been
sufficient because of lack of efficient security solutions. Thus,it is most important and necessary for security and privacy of mobile de-
vices to provide effective data to understand and analyze the mobile Botnet. So the data have been labeled and aggregated on the basis of
a detailed introduction to the generation of mobile Botnet data sets, the distinction between normal data traffic data sets and the non—nor-
mal data cleaning. Based on the analysis of the previous data set and the advantages and disadvantages of samples, further investigations
and analysis on establishment methods of data sets and samples suited to mobile botnet as well as those of data sampling and data cleaning
and for the approaches of data aggregation into legitimate data and extrication from mobile zombie master machine control is carried out.
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on:"4.3",phone_type:"GT-N7108" curr_version:"1.2.35" location:[],pics_lack:0,model_flag:5,scre
en_onoff:[],icons_url:[].app_flow:{"360 FAHLEIF"0}}
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