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File Authorization Access Control Model for Perforated
Data Collaboration

SHANG Fu-hua, LI Pan
(School of Computer and Information Technology ,Northeast Petroleum University ,Daqing 163318, China)

Abstract : Appropriate access control mechanism is a key technology to support the normal operation of the collaborative work system.
Construction of the appropriate authorization mechanism is very challenging for the cooperative system. The traditional access control sys-
tem applied to the direct cooperation model is not enough for collaboration support among multiple users. In view of the dynamic process
of the deep data processing platform and the collaborative process of perforating data,a file authorization access control model is proposed
which supports collaboration, to make it more suitable for access control in collaborative work environment. It focuses on the analysis of
the dynamic authorization mechanism between multi users in this paper,using the file trust evaluation mechanism to ensure the security of
access files. Based on the Hash—index database,the uniqueness of the document in the collaborative system is ensured. The structure of

file access control model and its application is introduced. In this model, the user rights value will change with other users’ behavior, and
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users can use the authority file to prevent malicious sharing files and access permissions.

Key words: collaborative environment ; dynamic authorization;file sharing;access control
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