o6k 58

TENMNRKRARSARE Vol.26  No.8

2016 48 H COMPUTER TECHNOLOGY AND DEVELOPMENT Aug. 2016

C++5 Java MG E=Z TSR E

£ L, Nz R
(BZhFHEKRF B IRFLR, B& % 710071)

. N TAE Windows 5L T C/C++H01 Java B4 7= B, X C/C++RID N Java (CAS BT H S A AR H T2, LU
SVN R i B A BE T2 K 5 R S T Coverity A1 Fortify 28 BRENFFEE4E AL T B 1ICP-CI |, 43 5% C/C++4%
TN Java UASIEAT B B R FAKA , PEANBUA T Windows FREE N EL S AT BE T H SVN & PR 2E%¢ , SVN WA B A9 A1
T, X C/C++H Java FURS 43 JI#EAT Coverity I Fortify 2R 28 RO INL & 2t PEMIAS 40 5 FIAE 1ICP-CL £ 55 8 3 DU b e & A
TS, AR TEHASKA SIS FR /0T T B EA R UL R SRR IR 1 TR R A T — AN
C/C++A UL AN Java FURSHEH Y 1 S SR A N JH 220, TAESCERERE] AT R m U Ak A0 A B T ) R BT
P C/C++A1 Java FRAUFACHS 1) & BB A2 AT, DA T4 0 B0 5l 0 Jo e AN 22 A

KA Windows #EVE R G ; KA ; RRELEE L ; &2 4 i
FE 4 %S . TP311.56 CHERFRIRAS A
doi;10.3969/j. issn. 1673-629X. 2016. 08. 004

XEHS1673-629X(2016)08-0017-07

Heavy-weight Static Checking of Software in C/C++ and Java

JIANG Wen, LIU Li-kang

(School of Telecommunication Engineering , Xidian University,Xi’ an 710071 ,China)

Abstract:In order to ensure the quality of code in language C/C++ and Java based on Windows, it is very important for the static chec-
king to code of C/C++ and Java. With SVN as configuration management tool , the heavy—weight static checking tools Coverity and For-
tify are integrated into continuous integration tool ICP-CI, and static checking is to be done for both C/C++ and Java. The SVN client in-
stallation and the code updating of the SVN repository under Windows is described in details, and the Coverity and Fortify compiler con-
figuration , the compiler scripts writing, and the inspection tasks configuration on ICP-CI task management page are conducted for both C/
C++ and Java. The process of the static checking is introduced and the causes of problems are analyzed and the corresponding solutions
are given. Finally the heavy—weight static checking applied in a case for both modules of code in C/C++ and Java in software product is
introduced. Practice shows that the static checking is helpful to discover and solve all kinds of flaws of the code in C/C++ and Java time-
ly ,improving quality and safety for software.
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2 SIS AR, 574 K. class, 81T java. exe
KATi% Java 27,

TE Windows PRI N (19 38 I & KR 43 #1022 T
C/C++ifi 5 Ml Java i 5 o 0 T IRIEEE THF ™ AL
T o 2, o 0 6 A 9 A B o A E B B B R A T
TP HEH EEE, LR A CodeCC( Code Check Cen-
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FE AN G S s R DT 2 e R0 1 o i 22 4 ke

1 EELHSKETER

SR T R B XA 2R AT 0 A, AT s AT
AR AT A B AT AT S, w2 K T2 — i
S XA T TR 4 AT & i S R 3T,
AR A R A A PPAN AU A0 5, 2B i AR GE R 9
FRELE, BHH Coverity Ml Fortify FR A5 & 2 1) &
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PRACHE v E R A 405 A ST . 7E Windows 3
BT , Coverity Prevent R AE T & B BE Visual Studi-
0, HF VC/C++ i R4S FIl CHEREeS CSC. exe; L7
I & 5% Eclipse, 32 HF Java 4R PE4% javac. exe,
1.2 Fortify SCA
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SET CodePath=D:/Code
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svn cleanup % CodePath %
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svn update % CodePath % —-accept postpone
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bin\cl. exe
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msve=D: \Tools \ Microsoft Visual Studiol0.0\VC\
bin\cl. exe

FERC B AR R B R cl. exe A T HEM%E
S PEAR PR AE BT E L AR v a] AR 4 Microsoft Visual
Studio T HAY PR 4 AR AT &

SENARIEAREL B S , TAAT tqeconfig. bat S % 3C
PEANSRIRAT T, DK A5 B AH I 4 T 8 ST P DR A 7
CodeCC\tool \coverity \config H & T, TF 0 B G 15 a8 B
T B tqeconfig. bat JIAS AT EAT 45 IR, B AT HE 0
AR /R PAAT CD) , C B A 2 P4 4 BETE CodeCC \tool \
coverity \config H 5% T A= X N7 2 1PF A 9 TC E S

SEL IR L S, T SR R S A AR IR 55 A
FIRPRIR S48 1 1Y coverity T. B 4% : plugin \ CodeCC \
tool \ coverity \bin ARSI R A B A path i,

(2) Coverity ZmiF A g

Coverity {45 it & %] ICP-CI b2 J5, % i 345
IR 55 G AT 55 T K BRBRAR 55 &5 $04T . $AUAT Coverity
1555 B2 5 AH I 1Y 2 BN AS {8 Coverity 1 55 S04 T
T RENZ I B cov —configure 3K % 12& Microsoft Visual Stu-
dio f T34,

HFEMEH] VC6. 0, Ji kA NI .

cd/d “D:\Code\Security_Versions\alm_src \Make PC”

“D:\Tools \ Microsoft Visual Studio \ Common \ MSDev98 \ Bin \
MSDEV. exe” “Make PC. dsw” /make “Make PC - win32 RE-
LAESE” /clean

“D:\Tools \ Microsoft Visual Studio\ Common\ MSDev98 \ Bin\
MSDEV. exe” “Make PC. dsw” /make “Make PC - win32 RE-
LAESE” /rebuild
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cd/d “D:\Code\Security_Versions\CZLog”

“D: \Tools \Microsoft Visual Studio 10. 0\ Common7 \IDE \ dev-
env’ “CZlog.sln” / clean

“D:\Tools\Microsoft Visual Studio 10. 0\ Common7 \IDE \dev-
env’ “CZLog. sln” /Rebuild “RELAESE | Win32”
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com. fortify. sca. compilers. link = com. fortify. sca. util. compil-
ers. MicrosoftLinker
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cd/d “D:\Code\Security_Versions\alm_src \Make PC”

“D: \Tools \ Microsoft Visual Studio\ Common\MSDev98 \ Bin \
MSDEV. exe” “Make PC. dsw” /make “Make PC - win32 RE-
LAESE” /clean

sourceanalyzer — b alm_help_tool_build - clean

sourceanalyzer — b alm_help_tool_build touchless“D: \Tools\
Microsoft Visual Studio \ Common \ MSDev98 \ Bin \ MSDEV. exe”
“Make PC. dsw” /make “Make PC

HH | sourceanalyzer 7~ Fortify T B F 17 A2
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AL fd ] Visual Studio 2010 5 fortify 2 i 1A 41
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cd/d “D:\Code\Security_Versions\CZLog”

“D:\Tools\Microsoft Visual Studio 10. 0\ Common7 \IDE \dev-

- win32release” /rebuild

env” “CZLog. sln” / clean

sourceanalyzer — b CZLog - Xmx1024M

sourceanalyzer ~ bCZLog touchless — Xmx1024M “D; \Tools\
Microsoft Visual Studio 10. 0\Common7 \IDE\devenv” “CZLog. sln”
/Rebuild “release | Win32”
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Xt F Windows 5% T B9 Java P27, B SR e 5 Bic &
TE tqeconfig. ini T, EEENEWNT. java=D: \
Tools\jdk \bin\javac. exe,
P A T AR S PR 2 B PR AR R SE A
SERAR RS EC B IS , TAAT tqeconfig. bat SCIF, %
PEURAAAT Ty, DUDRE A AR 1 64 T SO DR A7 A
CodeCC \tool \coverity \ config H & T, 7E B B 2 15 #% 5
7 2 tqeconfig. bat JIA A $hAT 45 R, M AT % 1
R AT I B Y G P A A BEAE. CodeCC \tool \
coverity \config H 5% T A= BT N7 2 16 23 A9 TC # SCAF
SENL I LS, T SR R S i AR I 55 A%
AR 5548 L 1Y coverity T H 4% ; plugin \ CodeCC\
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<? xml version=“1.0" encoding="“UTF-8"7 >
<project name =“Nao” default="“run” basedir=".">
<property name = “src” value =“src” > </property>
<property name = “dest” value =“classes” > </property>
<property name =“NaoJar” value =“NaoJar” > </property>
<property name = “libdir” value=“. "> </property>
<target name = “clean” >
<delete dir=" $ {dest} ”/>
</target>
<target name="“init” depens="clean” >
<mkdir dir="$ {dest} />
</target>
<path id =“ compile. classpath” >
<fileset dir=". /lib” >
<include name="* * . jar”/>
<include name = “startuploader. jar” />
</fileset>
<fileset dir="./plugins/com. cn. ao/lib” >
<include name="* * . jar” />
</fileset>
</ path>

<target name = “compile” depends =“init” >

<javac includeantruntime = “on” sredir=“ $ {src|” destdir =
“$ {dest}” fork="“true” >

<classpath refid =*compile. classpath” />

</javac>

</target>

<target name = “build” depends =“compile” >

<jar jarfile=" $ { NaoJar} . jar” basedir="$ {dest} />

</target>

<target name=“run” depends = “build” >

</target>

</project>
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makefile SCPF, 7EZm A Hr ik A fortify 75>, FEG 1%
TR T E FH £ F PR sourceanalyzer. exe SCA K
i FIHE 2 dn AR AR 4 7 b DT AR b 1) SR

* . nst,
fortify I AT Fis
cd/d “D;\Code\Security_Versions \nao_src”
sourceanalyzer — b Nao - Xmx1024M ant —f “D:\Code \ Se-

curity_Versions \nao_src\build. xml”

Hodr 78 8 F %4 F PR 2L sourceanalyzer B, 1 I -
Xmx1024M 84724 1 3 G 53 By v (8] SO I LN AEAS
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TEAE 55 2B rp RS N Fortify " 4£:55

S8 I 55 PRAT A I B 22 5 5 2 I A A 4 R 1Y
KIRNINFR, ik N IZBEI A IF R TR 5 24k
JCTRRNE B3k N i 3 &I R K

5 WELERSTMLE
5.1 CodeCC #eEA T2

ICP-CI T Hif & Se X B AR Coverity K #x, A2 i
8y o ) SO PR 4 A% 345 58 19 20 BT IR 55 4 5 56 0
B Fortify R, [R)FERE A Ay o 8] SCHF 46 4 1
BN [F— TR 55 % . UL ICP-CI 1T 7 F
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