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A Scheme against Pollution Attacks Based on Secure Network Coding
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Abstract . It mainly deals with pollution attacks in secure network coding in this paper. The new packet will be produced in the intermedi-
ate nodes by employing network coding,so a small amount of pollution data packet could cause pollution expansion, which results in sub-
stantially degraded performance for the network. Therefore, it is necessary to verify whether the intermediate nodes are in the pollution at-
tack or not,and at the same time to reduce the time delay caused by security detection. An adaptive mechanism that can dynamically ad-
just the authentication strategy of intermediate nodes is proposed so as to improve operational efficiency and decrease the time delay
brought by verification. Simulation shows that theoretical results are in accordance with actual calculation,and the time delay of the adap-

tive mechanism is less than that of traditional verification mechanism.
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