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Research on Linux Security Module Based on LKM Mechanism
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Abstract ; In recent years, the Linux system has been widely concerned and applied in the computer industry because of its excellent stabil-
ity , flexibility and scalability ,and low cost. But in terms of security, the Linux kernel only provides access control as well as some security
mechanisms. This is not enough for the security of the Linux system, which affects the further development of the Linux system and its
wider application. In view of the current problems on security auditing of Linux system,a Linux security log module is designed in this
paper on the basis of the research of LKM and HOOK technology. When an intruder enters the Linux server system through a user account
and tries to modify the file,the system will generate a log file containing the user’ s information automatically. The module is suitable for
monitoring the long—term stable operation of the Linux server system, whose configuration is less need to change. By the actual measure-
ment , the security log module can record the user’ s access or tampering with the system file in time and effectively,and provide useful in-
formation for the security auditing of the system.
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