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Abstract: A two-level novel reversible image authentication scheme based on chaotic fragile watermark is proposed to locate tampered
pixel accurately and ensure security of image. In the embedding process, at the pixel level, by utilizing the pixel correlation technology , the
location watermark of each pixel is generated and embedded to the LSB of the pixel itself. At the image block level, the image is then par-
titioned into blocks, then the relation and detection watermark of each block is computed and embedded into the top—left sub—block of its
corresponding excursion block and the down -right sub-block of the block itself in a reversible way respectively. In the extracting

process, the watermarked image is partitioned into blocks, the embedded detection and relation watermark of each block is extracted and

confidentiality of the original image.

the block is recovered, then computing the new relation watermark and detection watermarks of each recovered block and performing
duce the value of image to some extent. But if the image content is tampered, the further step is taken at the pixel level to locate tamper
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comparison with the extracted ones. In the proposed scheme, the tampered watermark can pass the authentication because it does not re-

to specific pixel by comparing the re—computed location watermark with the extracted location watermark. Theoretical analysis and com-
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puter simulation also indicates that the algorithm is feasible and efficient, especially in multimedia application requiring both integrity and
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