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A Searching Physical Devices Method Based on Internet Protocols
and Web Page Features

FENG Jian-fei,ZHANG Yi,MA Di,ZHANG Jing-jing
(School of Computer Science,National University of Defense Technology,
Changsha 410073, China)

Abstract: There are many physical devices in the Internet,including webcams,PLC,sensors etc. Searching and finding these physical de-
vices helps to know more about their distribution and deployment. Describing physical devices in “social cyber physical multi-domain”
model is also good for fully depicting them and analyzing possible existence of cross—domain threats. A method for finding physical de-
vices in the Internet based on the protocols’ datagrams and Web page features is proposed. This method mainly uses the shake hands data-
grams of HTTP, SNMP,PPTP and the features of Web pages to find physical devices and get their basic information. Then it expands
hardware information of the devices through the products information base,and social domain information,such as location information,
through the IP information base. At last,a proto type system named NetThing is developed using method proposed,and the data of experi-
ments is analyzed and verified.
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