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Data Security Scheme of IOV Based on GID

PANG Li-jun,LIAO Chun-wei, HUANG Bo,ZHAO Hai-tao
(College of Telecommunications & Information Engineering, Nanjing University of Posts and Telecommunications,
Nanjing 210003, China)

Abstract: As a specific application of IOT (Internet Of Things) ,IOV (Internet Of Vehicle) based on " terminal-pipe—cloud" three—tier
system , provides a wealth of intelligent transportation integrated services. However, the data placed in the cloud processing can increase
the risk that the illegal user data can steal the secrets. For this,a cloud data security scheme of IOV based on network GID ( Gene IDentifi-
cation) is put forward. Using GID to label data uploaded by data owners and cloud data accessed by the outside world can ensure the u-
niqueness of the data at the time of uploading and storing in the cloud. When data users want to access data,they can access and use the
data only when the gene of data to be accessed is consistent with the pre—extracted gene of data which can be accessed. Analysis and sim-

ulation show that the cloud data security scheme of IOV based on network GID not only ensures data security but also reduces the waste

of cloud storage space,while increasing the data upload speeds.

Key words:IOV ;cloud storage ;data security ; network gene
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