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Abstract : Under the public network , the Presence/IM established by small and middle sized enterprises with SIP exists the risks of regis-
tration hijacking and registration deleting. Aiming at this hidden danger,a security authentication scheme using ring signature based on a
combination of RSA and DES is proposed. First, it builds a trusted domain and public the public key to the users in the domain. Then the
scheme adds the ring signature to SIP registration and deregistration process, without the third party. For the server,users are anonymous
and just knew in the domain. Compared with other security authentication, the ring signature not only ensures the legality of users,but also
provides anonymity to protect user information, which will be reduced in the cloud and other public network. At the same time, it has effi-

cient deployment and convenient proof. Last, it proves the correctness by computing in this paper, also shows the safety and feasibility by
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building security model. In addition, the efficiency of the scheme is verified by using OpenSSL.
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