W6 % H3IM TENRASEELZRE Vol.26 No.3
2016 4¢3 COMPUTER TECHNOLOGY AND DEVELOPMENT Mar. 2016

ETIEMSVM o XFmHNRERERN T E

KL E &

(FmRBRF BF2E6IRFR, LT 100044)

8 RS KRB BN 2 BRI IR AL 2 3 7 ) I M T SR AR Pk R I A
LRI B T —FhFE TR AR i) SVM 2200 2838 14 S8 SR AG I ik o 120k PRV Yo 19 45 T A 451 T ek
FramAl 46 S T A A o) U4 2 SRy S AR [ 28 R ik 1) 3 2 0 B, %ot 4% G 1) — %o Hi Ay SVML 240 25k AT ek, 1 F ke
HE SVM 43 238X E AL JS M 0 1A T3 JA e AR A 2R 45 SRR R 0 0% 0 10 T S B A S 3 e A U R
G5, AT, 4 SR, 2 % R 245 o L 4 S 3 A AR e A RSB SR

KGR A 5 (5 B — XA 426

B 525 TP301 SCHRARIAAD A
doi;10.3969/j. issn. 1673-629X.2016. 03. 008

XEHS:1673-629X(2016)03-0031-05

An Anomaly Detection Method Based on Entropy and SVM
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Abstract ; With the advent of the age of big data,data mining and machine learning methods have gradually replaced the traditional meth-
ods of anomaly detection, which have gained more attention. In this paper,a new method of detecting the anomaly traffic based on the in-
formation entropy and SVM is proposed. This method transfers anomaly detection problems into the classification of different types of
traffic ,and uses information entropy to quantify different attributes of network traffic. It puts forward an improved SVM multi—class clas-

sifier to classify the entropy—quantified traffic and judges the anomalies accordingly. This method is implemented into a real system and

function test is carried out. The results show that the method has a good detection effect for the abnormal traffic of the Internet.
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