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Abstract; Three—dimensional Multiple Input Multiple Output (3D MIMO) is one of potential techniques to improve coverage and spec-
trum efficiency of 5G networks. Three—dimensional channel model (3D SCM) , as an important part of 3D MIMO technology , has the ad-
ditional vertical dimension of freedom compared with Two—dimensional channel model (2D SCM). The effect of 3D SCM to the physi-
cal layer security design is discussed in this paper where mmWave communications are considered. Firstly it outlines the 2D SCM and the
3D SCM model,and then by using the mmWave path loss models, analyzes the effect on security capacity of 5§G mmWave communica-
tions systems based on 3D SCM. In this paper, the 1.9 GHz band and two millimeter wave frequency bands,28 GHz and 73 GHz,are used,
and the two path loss models are introduced. Finally the secure capacity performance of the millimeter—wave communication scheme is eval-
uated by using computer simulations under the different carrier frequencies and different base station downtilts. The results show that com-
pared with traditional 2D SCM, the security capacity of 3D SCM has a certain increase under the 28 GHz band and the 73 GHz band. Mean-
while,right adjustment of the base station antenna array tilt angle can also be benefit to optimize the security capacity of the desired user.
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