W6 % WM TENRARASEEZRE Vol.26  No.2

2016 42 H COMPUTER TECHNOLOGY AND DEVELOPMENT Feb. 2016

= INETE TRt BP EiEM AN SN EE

fr AT iR kg
(1.7 BAXRF HAEMEEFZEFRE,) 8 &T 530004;
2. BmERFATE AN HABEARAEEEZEE, % &T 530004)

 EEE SRR R, T RUR AT A SR A B P AT BE R 2= & SR R B Y R AL i
Mz -5 S AR YT, R 2 RS 1A R B T AL R N R UL B N 28 0 T AR T M, A & AR
A6 DU 22 e A e Ao DN 2 T T8k WA [ i 0 ) 28 A 70 ) e 25 M A A1 L %o Wl ) 728 Tl ke YU ART 32 A AV 52 1) A8E, £ 43 A KVML
W 28 A (R LRI b 4 Y —Fh = A5 T BTG BP LR AR AT (MBPCIDM ) , iZEMZE G T PSO Bk m 2 )~ 5
PRRE IR BP Bk (9 B T B RS 2R AR5 K PSO S5 A B BP MW LG AUE 5 BB AR AL , Rl A T sl 1005 3 R
2 S R TT, [di45 BP I TE ISk, BARGR R T RIE R AR . SO R W], BT R ) AR A SR A
e ZI IR AR A IR 55 .

KR &4 AR AL UL ; B MG AR 28 46 b T REDL AL SR

FE 43S . TP391 XERARINAEG . A XEHS:1673-629X(2016)02-0087-04

doi:10.3969/j. issn. 1673-629X. 2016. 02. 020

Intrusion Detection Model Based on Improved BP Algorithm in
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Abstract; With the development of cloud computing technology,the cost of commercial cloud resources is lower and lower, a malicious
user could use the cloud resources in the same virtual machine or other cloud platform to implement intrusion attack. The intrusion attack
for cloud service mainly includes the virtual machine or monitor attack and back channel attack. The existing cloud intrusion detection
systems can only detect known attacks, cannot be applied to a virtualized environment that has different network models, and the detection
accuracy of variant of attack is lower. Based on the analysis of the KVM network structures, an improved intrusion detection model based
on BP algorithm in the cloud environment ( MBPCIDM) was proposed. It combines the ability of searching global optimal solution of
PSO algorithm and the feature of the gradient descent in local search of BP algorithm. To make the BP network convergence faster and
prevent it from falling into local optimum, the momentum and adaptive learning rate method was also used in this paper. The experimental
results show that the average detection rate of the proposed model is higher,it can provide intrusion detection services for cloud environ-
ments.
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