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Design and Analysis of a SMS—-based Mobile Botnet
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Abstract: Botnet is an important threat on computer security. As the development of smart phones, the security threats appeared on the
smart phones. Now mobile phone infected virus has become a common phenomenon. Based on the research of mobile phone virus sprea-
ding on the way,the spread,command and control mechanisms,and control protocol of mobile botnet are studied in—depth, respectively
analyzing the topology of structured and unstructured. Use example to describe how to combine SMS C&C and P2P structure. Based on

the SMS mobile botnet, carry on the design and analysis. For mobile botnet,a new type of virus attack mode for mobile phone, will seri-
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ously affect people’ s life,so the continuous study is done and the behavior of the various threats to mobile phones is found.
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