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Abstract : Traditional intrusion detection system is matched to the rule base and network packet one by one. When the network is the huge
increase in the amount of data,detection efficiency significantly reduces,even in the face of enormous challenges not immediately detec-
ted. Data mining is a technology finds a variety of valuable information from the mass of data,data mining technology into the intrusion
detection system will greatly improve efficiency and intelligence of this IDS. Focus on researching the K —means clustering algorithm in
data mining for application to intrusion detection system. The K —means algorithm has some shortcomings, such as to be affected by the in-
itial K value and outlier, difficulty of determining K value, highly depending on the initial center point. To overcome these disadvantages,
an improved K —means clustering algorithm is proposed. And an intrusion detection system based on this is designed. The results show that
the improved clustering algorithm is applied to intrusion detection, it can significantly improve the abnormality detection efficiency,and a-

daptively establish the abnormal pattern database of intrusion detection,and effectively prevent the unknown intrusion and greatly reduce
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the false detection rate.
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