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Abstract ; Detecting and recovering failure in time is a very important criteria for evaluating the practical value of network. For shortening
the time of service disruption and enforcing the reliability of network , it is necessary to study the failure detection and recovery techniques
in the SDN network. By analyzing the features of the existing two SDN failure recovery mechanisms and their limitations,a synthesized
failure recovery approach combined with proactive recovery and reactive recovery schemes,including that considers the quality of service

—

of packet flow,is proposed. A system based on open source OpenDaylight controller is designed and implemented, which uses asyn-
chronous alert to detect network failures, and diagnoses failures depending on the number of failures and the service properties of flows af-
fected by the failures. Three recovery modes,includes proactive, deliberative, reactive modes, are proposed to recovery automatically ac-
and the recovery effect is good.

=]

cording to the diagnostic results. Test results show that the scheme can automatically choose proper recovery mode based on failure type,
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