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Research and Application of Enterprise Intranet Security

WU Hong-xing , WANG Hao
(School of Computer and Information, Hefei University of Technology , Hefei 230009 , China)

Abstract; Study some security problems in the enterprise Intranet in this paper,especially about the new problems in the enterprise wire-
less LAN application, found that some countermeasures are put forward only in the aspect of security domain according to existing litera-
ture review research. Mainly analyze wireless network security in enterprise networks in this paper,combed several types of the enterprise
Intranet wireless network construction and using risks, tried to identify potential risk , made network construction basic specification as the
breakthrough point, solved a series of wireless network security problems fundamentally , realized the security management for enterprise
wired network , wireless network,as well as the wired and wireless mixed network. Through intensification of network management, inter-
nal network IP,interchanger port,terminal MAC are all implemented real-name allocation and binding. Implement strict VLAN division
and port access number configuration in core layer,to achieve the access control security domain according to the functions of the enter-
prise. Realize wireless access point dynamic password updating, MAC address automatic access authentication,IP address controlled to al-
location , wireless device access control. Also through behavior plug—in to activate wireless hot spots, prohibit the USB WIFI self-built il-
legal AP,eliminating network security threats to the enterprise. Also verify the effectiveness of the solution.
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