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Abstract: In-System Programming programs the inner FLASH of the microprocessor through a specific interface when the device is
mounted on the circuit board. ISP technology has been used widely in microprocessors, some of which support users defined ISP firm-
ware. However, ISP faces upgrading problems as well as security problems,such as the program loss caused by false trigger or the sensi-
tive information missing caused by malicious ISP program attack. To solve those problems,a multi—protocol ISP technology is proposed.
In addition, analyze and assess the hardware support requirements for ISP security and prove the feasibility of multi—protocol ISP and se-
curity design.
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