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Abstract: Passwords authentication is still one of the main authentication modes for mobile terminal. Mobile terminal is vulnerable to
shoulder surfing attack because of using in complex environments. Absorbing the design thought of adding interference graph from the
pass—object graphical password scheme,a shoulder surfing resistant graphical passwords scheme for mobile terminal is proposed ,in which
the graphical passwords are generated by characters and colors. In the scheme, just by clicking the screen user can complete the whole log-
in phase,the scheme design completely conforms to the use habit of touch type mobile terminal user. The security analysis shows that the

scheme has good security in the password space and accidental login resistance, and can effectively resist the shoulder surfing attack in that

the login process is recorded repeatedly.
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