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Absract; With the increasingly widespread of instant messaging system application, its security has become the focus of attention. XMPP
protocol solves the instant communication system compatibility ,but with more functions extension comes the security issues. In this pa-
per, first analyze TLS protocol and SASL protocol , the existing security mechanism of XMPP, then point out the problems of them,on this
basis, give the proposal of end—to—end encryption and signature for IM Client through the study of the end—to—end encryption and signa-
ture protocol,also test the performance of the encryption system and security parameters. Through the experiments, find that using differ-
ent kinds of encryption system and security parameters,the effiency of the system is different,so users can achieve the optimal trade—off
between the requirements of themselves, the effiency of the operation and system security.
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