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Research on Security & Trust Computer Based on Loongson CPU
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Abstract: The event of " Snowden" once again proved that using foreign computers has not controllable bug and backdoor, information
system using foreign computer poses a security threat to the state ,enterprises and troops. In this paper,design and implement a trust & se-
curity computer,using Native Loongson CPU , reducing the security risks of back door, through the design of on-board trusted crypto-
graphic module, port control circuit and authentication devices to achieve the initiative measurement of BIOS, BIOS restoring , hardware
levels port control and authentication functions. Moreover, implement the integrity protection of the hardware, MBR and OS. The experi-
ments indicated that the security trusted computer principle prototype designed and implemented in this paper has implemented the identity
authentication , active measurement of BIOS, port control, complete chain of trust protection, which can greatly enhance the security of
computer.
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