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Abstract : Keccak has become a hotspot after it has been selected as the new Hash standard SHA-3 in 2012. In this paper, give the inverse
mappings of p , 7 and y mappings in SHA-3 permutation. p mapping intends to provide intra lane diffusion along z axis. By shifting to-
ward the reverse direction in terms of the same rotation constants table of p ,can get its inverse mapping p~' . The inverse mapping of 7
is obtained by using Gauss elimination method on the transformational matrix of 7 in GF(5). y mapping is the only non-linear mapping
of SHA-3 permutation, give its inverse mapping in the form of Boolean function expression through the truth table of y . By means of the
inverse mappings of p , 77 andy ,a differential attack on SHA-3 can be implemented using the meet—in—the—middle thought. In addition,
by using the message modification technique , the differential path can be throughy =" with probability 1 ,thus greatly improving the success
probability of the attack.
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