HTENMKRSEZR

COMPUTER TECHNOLOGY AND DEVELOPMENT Nov. 2014

Vol.24 No. 11

9 K, R T HLA S B At k2 1 3, O 22 I A

Android & S HFHFIET R

OB, R A, AR
(BT KRT AHLFR, BB BZ 710072)

o OE BTN Z N R BT HUE B R 0 B E SE s, G R I JLAR BT Android E24E RS FHLE R RET
HLTT3 i 4 S A, 51T Android ZRGEAY M BB P i, FHLE 0 20 FHLH P b B B TR i
15 ESA ARG R S TSR s R REFTEET R, AP AGMTHN RGN RIRRAEE, WRHITER
AT RRHAE T LR J5 S8 B AR A SR A A . A e AR 3 TR TR RS 5 3 A, e A
AT Y ALY — LT U BT IR B BB 9F 22 0 R 3 = J7 TR X T A0 Android % BLERPE
BT AR BEAT TR AN 43 HT

4R B RET-HLZE 4 ; Android LR 17 40 HT
hE 4522 . TP31 XERFRIZAS A
doi;10.3969/j. issn. 1673-629X.2014. 11. 045

XEHS1673-629X(2014)11-0178-04

Research on Android Malware Characteristic
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Abstract; The wide use of smart phones results in a sharp increase in the number of phone malicious code, especially in recent years,
phone with Android operating system dominates the smartphone market, malicious code to the Android system increases rapidly. Malicious
software on mobile phones mainly collects personal privacy information such as user location, telephone calls, text messages and so on,
those software may also engage in malicious payment, costing of system resources, bringing great harm to the user and cell phone system.
Accurate analysis of malware behavior characteristics can provide powerful basis for the subsequent removal of malicious software. Tradi-
tional malware analysis techniques include static analysis and dynamic analysis, some analysis and detection technology and its defects are
introduced , analyzing the main behavior characteristic of existing Android malware from three sides, inclusive of the installation , activation
and malicious load in detail.
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