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Security and Controllability of Smart Grid

LIU Xiao—xue,CAO Hua-yang,ZHU Pei—-dong,HU Gang
(School of Computer ,National University of Defense Technology ,Changsha 410073 ,China)

Abstract; Computer and information technologies have been widely applied into the power system to enhance its automation and intelli-
gence level ,which brings numerous threats from traditional IT areas to power grid. Smart Grid is a new converged network formed by the
interaction and penetration of social domain,information domain and physical domain,and the threats and attacks in Smart Grid can cross
domains. In this paper,discuss the primary security requirements of Smart Grid and their differences from traditional IT security. Cross—
domain attacks are analyzed and information—physical threats are classified. Based on the thoughts including protection in separating do-
mains, multi—-domain cooperation and enhancing protection on boundaries, the multi—domain and cooperative protection model for Smart
Grid is proposed.
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