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Technology Based on Android
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Technology , Zhenjiang 212003 , China)

Abstract; Transparent encryption technology has been widely used in Windows now. However, it still needs some time in Android. Ai-
ming at the increasingly prominent security problem of cellphone data,design a file transparent encryption system based on Android,on
the basis of an analysis and comparison of Hook transparent encryption technology and Driver transparent encryption technology. In order
to be different from traditional encryption systems used in cellphone, the authentication is shift to the course of Android’ s screen—unloc-
king, thus encryption efficiency and user experience are improved. The whole system design scheme as well as design methods of each
model is described,and give the key technologies and important realization methods for internal core module. Test results show that this

system can realize the transparent encryption of a cellphone’ s applications and files effectively with good encryption efficiency and user

experience.
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public static Key getKey ( byte[ ] arrBTmp, String alg) {if (!
(alg. equals(" DES" ) | | alg. equals (" DESede" ) | | alg. equals ("
AES") ) ) {

System. out. println( " alg type not find: " +alg) ;
return null;

J

byte[ ] arrB;

if(alg. equals( " DES") ) {

arrB=new byte[8];

}

else if( alg. equals( " DESede" ) ) {

arrB=new byte[24];

J

else

arrB=new byte[ 16] ;

J

inti=0;

int j=0;

while (i < arrB. length) {
if (j>arrBTmp. length—1) {
j=0;

J

arrB[i] =arrBTmp[j];
i++;

jt+;

J

Key key = new

javax. crypto. spec. SecretKeySpec ( arrB, alg) ;

return key;

}
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