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Design and Implementation of One Malicious Program Simulation
System Based on Stratification Weights

JIANG Xue,ZHU Yong-qiang
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Abstract; For simulating malicious programs, the sandbox is the regular tool which the dynamic heuristic often uses. Sandbox technology
cannot completely and accurately simulate the real PC environments and instruction. Aiming at the limitations of sandbox’ s simulation ca-
pabilities ,combined with the actual application environment,design a simulation system based on VMware virtual machine which is used
in malicious programs simulating ,and propose a weights assignment algorithm based on hierarchical behavior in probabilistic. The experi-

ments prove that this system can effectively kill many kinds of new and variants of malicious programs,and the weights assignment algo-

rithm is feasible.
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