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Abstract ; As more and more real—time applications emerged , computer network faces many challenges ,how to defend attack from intrud-
ers efficiently is one of the problems need to be solved. Therefore, an intrusion detection and healing algorithm in reconfigurable networks
is proposed. The algorithm can detect outage produced by deleting node actively and timely, and adopt a degree—based self—adaptive heal-
ing algorithm to restore the network after path outage,in order to keep connectivity. The experiment shows that the detection delay of this

algorithm is lower,and degree increase of the node as well as signaling overhead is smaller than other algorithms, it satisfies the real-time

requirements of the reconfigurable networks well.
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While (5 H1E %)

| A sends PROBE to B every PROBE_INTERVAL seconds;

if (The edge between A and B is normal )

B sends response to A}

else if (A receives no response from B)

{ A sends FAST_PROBE message to B every PROBE_TIME-
OUT seconds;

if (the number of FAST_PROBE exceeds OUTAGE _THRESH
and A receives no response)

the edge between A and B is deemed dead or outage;

A save this outage information in the performance database and
inform its neighbor nodes;
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