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Research of Malware Detection Approach for Android
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Abstract: In view of the flood situation for Android malware, propose a method of behavior—based dynamic malware detection. First, get
a comprehensive collection of software run—time information, including system information and kernel calls. The kernel call sequences are
truncated to fixed length. Second, form all the information as property and values. Taking information gain as an indicator, select proper-
ties that have high information gain and different impact by applying the C4.5 algorithm,and proportionally assign weighting factor to
properties based on the size of the information gain. Finally, apply K—Nearest Neighbor algorithm to complete the process of machine
learning , making the system identify malicious software that similar to the sample, and regard unknown types of software as suspected
malware. The result of experiment shows that the method has a high true positive rate and low false positive rate. Moreover , the result can

be further improved with the increase of the learning sample library.
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