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Study of Dendritic Cell Algorithm Online Analysis Module

AN Li-li,FANG Xian-jin
(School of Computer, Anhui University of Science & Technology , Huainan 232001 , China)

Abstract : The analysis process of original dendritic cells algorithm ( DCA) is offline,, which results in time difference, producing false a-
larms and increasing false negative rate,and leading to the success of the attack,which is fatal for an intrusion detection system. Propose
integrating online analysis with the DCA using segmentation idea, that is,segmentation involves partitioning a sequence of processed in-
formation into relative smaller segments,in terms of the number of data items or time. The analysis is performed within each individual
segment. Intrusions appeared within the duration of this segment can be identified. The pseudo code of DCA with online analysis module
is also presented,and it is applied to experiments of detection of SYN port scan. The experimental results indicate that the DCA with on-
line analysis module can effectively improve detection speed without compromising detection accuracy.
Key words: online analysis module ;danger theory ; dendritic cells algorithm ; segmentation
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o ) A A e

output ; antigen types+ K

set DC population size;

initialize DCs

Set segmentation size segment_length ;// 1% B 43 K/NH seg-
ment_lenght

Set anomaly metric threshold 6 ; // W E SRR

length_of_Ist=0;

While data do

switch input do

Case antigen

agCounter++;

celllndex = agCounter % populationSize ;

DC of celllndex assigned antigen;//FHTJRFEIRZ DC 4NAE Y
Z5[5 K cellindex

update DC’s antigen prole;

End

Case signa

calculate csm and £ ;

foreach DC do

DC. lifespan —=csm;

DC.sumK + = k ;

if DC. lifespan <= 0 then// 24 csm #85d3T#% BI{E I

Append( (DC. sumK , antigen) , Ist) ;//it 58 % DC Y& £ B9 410
5 ES BRI st

length_of _lIst++;// i DC 2 A9 processed informationlst
FEAHTE Ist

reset DC;

if (length_of_lst % segment_length==0)//processed informa-
tion iKF| 43 K/

draw segment data from Ist[ length_of_lst] to Ist[ length_of_list
—segment_length+1] ;

for each antigen type do// X417 H A1 8

calculate K ;

ifK, > 0// HAGMEE R A2 & 5 B i

raise alarm;

End

End

End

End

End

End

End
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