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Analysis of Kerberos Protocol Based on Strand Space Theory
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Abstract; Based on the theory of the string space, the model of the attacker and the Kerberos protocol, obtain traces of the subject in-
volved in Kerberos protocol and the attacker with string space theory ,and establish string space and bundles of the Kerberos protocol. It is
proved that the session key of the client and application server assigned by authentication server is confidential by heuristic and reduction
to absurdity. The attacker can not obtain the session key from existing knowledge and building capacity. The client and the authentication
server and client and application server can be authenticated each other. It is concluded that the Kerberos protocol is correct.
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