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Research and Security Analysis of Online Banking CAPTCHA

FENG lJie,LI Xu-wei
(College of Computer, Sichuan University ,Chengdu 610065 , China)

Abstract; CAPTCHA is an automatic computer program that determines a user is a human or a computer. As a supplementary measure,
CAPTCHA plays a very important role in Internet security. In order to evaluate the safety of the online banking CAPTCHA, its process
consists of three main areas, CAPTCHA image acquisition,image pre—processing and image recognition. Analyze the characteristics of
domestic online banking CAPTCHA code,and then use the most reliable BP neural network algorithm to select the representative codes

into training and identifying. From the recognition result of analysis,evaluate the safety and effectiveness of the domestic online banking
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CAPTCHA code,and give some suggestions to online banking CAPTCHA code generated by the obtained recognition rate.
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