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Abstract; Aiming at lawbreakers take advantage of the IM protocol communication software to divulge state and corporate secrets, as well
as dissemination of reactionary remarks,in order to solve this problem,on the basis of studying and analyzing in—depth the IM protocol of
a variety of instant messaging software , summarizing the previous IM protocol identification system’ s defects,combined with the applica-
tion of DPI technology a novel IM protocol detection system is designed, which is the IM protocol recognition system based on DPI tech-
nology. This system is capable of effective identification and monitoring of a variety of real-time communication software. Through the

real—time monitoring experiments on a variety of instant messaging software such as QQ, fetion, MSN, the Sina microblogging desktop e-

dition, googletalk , yahoomsg etc, verify the system with superior recognition rate and perfect stability.
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PACKET packet // 4835 H I
Define PACKET_CONNECT( ) // B3R 31 bR 4T
Define PACKET_FEATURE( ) //4§iEF 15 R 4L
Define PACKET_PORT( ) /¥ F1 3R 5] bR 4
Define PACKET_STATISTICS( ) // Gt 115 s%L
for()
{
Wait for a packet;
switch ( packet)
%
case (PACKET_CONNECT( packet) )= =1
CONFIRM_RELEASE ( Protocol , &Space) ;
/ /BRSO R = [
break ;
case (PACKET_FEATURE( packet) )= =1:
CONFIRM_RELEASE ( Protocol , &Space) ;
/ /BN Bz 8]
break ;
case (PACKET_PORT(packet) )= =1.
CONFIRM_RELEASE ( Protocol , &Space) ;
/ /BN BOT Bz 18]
break ;
case (PACKET_STATISTICS( packet) )= =1
CONFIRM_RELEASE ( Protocol , &Space) ;

V4 VNP E S g e ]
break ;

default ;

packet = UNKNOW ;
//ANBEN 3R 1T unknown
break ;
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