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A New Online Certificate Status Response Scheme

AO Xian-lin'?, YANG Lin®, YANG Feng’,SHEN Zhi-jun’
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Abstract ; The publishing of the certificate revocation information is the bottleneck problem for the development of the Public Key Infra-
structure (PKI) system. The conventional schemes of certificate revocation cannot apply to the large—scale PKI system due to its bad ex-
pandability , low real-time performance,large switched data and so on. In view of the questions mentioned above,a new certificate revoca-
tion scheme is proposed called OLMiniCRL. The new certificate revocation scheme used an on-line inquiry-response mode based on the
MiniCRL compression strategies and the NOVOMODO pre-signature scheme with an efficient and simple message of certificate segment
as a response to an inquiry. Compared with conventional on-line inquiry—response mode, the new certificate revocation scheme using the
digital signature ensures the data security and integrity ,applying the one way Hash function guarantees the real-time performance, which
reduces drastically the number of digital signature so as to slow down the server resource consumption. Besides, the pre—signature scheme
improves the speed of a response,has a good real-time performance, suitable expandability , which is applicable to the large—scale PKI
system with a high demand of real-time performance.
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