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Automatic Generation of Static Fault Trees Based on AADL Model

LIU Wei,LI Shu-yu
(College of Computer, Shannxi Normal University,Xi’ an 710062 ,China)

Abstract ; In the embedded software development based on model—-driven, in order to avoid losses the security problems caused, it is indis-
pensable for system safety analysis, finding out the possibility of error. On the safety analysis of AADL system model,use AADL error
model for modeling the system failure and propagation. The error model instance can be achieved by tracking the possible fault source of

object, then store the error model instance into the directed graph,establish a system error model of fault tree on the basis of the directed

graph. The fault tree analysis tool can be efficient to analyze system security problem.
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AADL F53AR 13843 DualSystem .

system Duplex
end Duplex;
system implementation Duplex. Basic
subcomponent
P1 : processor Proc. Basic;
P2 : processor Proc. Basic;
Data_Bus:bus PCI. Basic;
connections
bus access Data_Bus—>P1. Data_Bus;
bus access Data_Bus—>P2. Data_Bus;
end Duplex. Basic;
system Dual
end Dual;
system implementation Dual. Basic
subcomponents
P1 :process SW_Proc. Basic;
P2 .process SW_Proc. Basic;
connections
C12;data port P1. Output_1->P2. Input_1 ;
C21 :data port P2. Output_1->P1. Input_1;
C12_2. data port P1. Output_2->P2. Input_2;
C21_2; data port P2. Output_2->P1. Input_2;
end Dual. Basic;
system  DualSystem

end DualSystem;

system implementation DualSystem. Basic
subcomponents
HW . system Duplex. Basic;
SW :system Dual. Basic;
properties
Actual_Processor_Binding = >reference HW. P1 applies to
SW. P1;
Actual_Processor_Binding = >reference HW. P2 applies to
SW. P2;

’

Actual _Connection_ Binding = >reference HW. Data_ Bus
applies to SW. C12;
Actual _Connection_ Binding = > reference HW. Data_ Bus
applies to SW. (21;
Actual _Connection _Binding = >reference HW. Data_Bus
applies to SW. C12_2;
Actual _ Connection_Binding = >reference HW. Data_ Bus
applies to SW. C21_2;
end DualSystem. Basic ;
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Package Standard _Errors

Public annex error _model

s

error model Basic

features

err _free :initial error state;

loss _avail, loss_int ;error state;

fail_stop , fail_babble : error event;
loss_data , corrupt_data:in out error propagation ;

end Basic;

error model implementation Basic. Hardware

transitions

err_free— fail_stop,in loss_data ] —>loss_avail ;
err_free—[ fail_babble,in corrupt_data ] —>loss_int;
loss_avail [ fail_babble ] —>loss_int;

loss_avail—[ in loss_data, out loss_data ] —>loss_avail ;
loss_int—[ in corrupt_data,out corrupt_data] —>loss_int;
end Bsaic. Hardware ;

error model implementation Basic. software

transitions

err_free—[ in loss_data | —>loss_avail ;

err_free—[ in corrupt_data | —>loss_int;

loss_avail—[ fail_babble | —>loss_int ;

loss_avail-[ in loss_data, out loss_data | —>loss_avail ;
loss_int—[ in corrupt_data, out corrupt_data | —>loss_int;
end Basic. software;

# k|
end Standard_Errors

M2 AR EAL A

System implementation Dual. Basic

annex error_model | s 3
model = >standard_Errors ; ; Basic. Software ;
model_hierarchy = >Derived ;
err_free when P1 or P2,
loss_avail when P1[ loss_avail | or P2[ loss_avail | ,
loss_int when others;
report = >loss_avail ,loss_int; * * | ;

end Dual. Basic;

process implementation SW_Proc. Basic
annex error_model { % *
model = >Standard_Errors ; : Basic. software;
occurrence = >fixed 1E=4 applies to error fail_stop;
guard_in=>
mask when Input_1[ err_free] or Input_2 [err_free],
corrupt_data when Input_1 [ loss_int] and Input_2 [ loss_
int],
loss_data when others
applies to Input_1 ,Input_2; * * | ;
end SW_Proc. Basic
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