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Research on Security of Mobile Video Surveillance System
under Cloud Environment

BIAN Yi-jie, MA Ling-ling
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Abstract: Mobile video surveillance system under the cloud environment is a system that can use cloud computing to solve video data
storage ,management and segmentation. The system can more effectively improve the storage space,increase communications bandwidth
utilization and the convenience of later retrieval compared with the traditional mobile video surveillance system,but the security risks of
cloud computing result in the scarcity of information security of mobile video surveillance system. Describe the security problems existed
in the system based on the above shortage. Respectively apply the user authentication, license restrictions, audit, core data classification
and encryption, SaaS technology and security encryption technology based on the SSL protocol into the client terminal , background and

network of mobile video surveillance system under the cloud environment. Furthermore , supplement some safe measurement based on the

above—mentioned technology to improve the system security.
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