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Nonlinear Secure Data Aggregation Scheme Based

on Privacy Protection
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Abstract: Data aggregation can reduce the amount of redundant information transmission in the wireless sensor nodes, save energy con-

sumption and communication bandwidth of the sensor. Due to the deployed environment of wireless sensor networks and its characteris-

tics, the privacy of information during the data aggregation process is vulnerable to a variety of threats. In order to reduce the redundant

information in transmission process and protect the privacy information security in information aggregation, propose a nonlinear security

data aggregation scheme based on privacy protection through improving the classical secure data aggregation scheme ESPDA , after created

pattern—codes to determine the upload node it begins nonlinear aggregation, so that it can protect privacy information during data aggrega-

tion process and reduce energy consumption to a certain extent. The simulation results show that it is not only able to effectively eliminate

information redundancy,reduce energy consumption, but also to ensure the data is security and integrity transports to the aggregation

nodes.
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