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A Low_traffic Privacy-preserving Aggregation Algorithm

LIANG Qing—qing, YANG Geng
(College of Computer,Nanjing University of Post & Telecommunications, Nanjing 210003 , China)

Abstract ; Data aggregation mechanism in Wireless Sensor Networks ( WSNs) is one of the most efficient methods of reducing data com-
munication overhead. And privacy—preserving is the fundamental security requirement of the users’ data. Efficient privacy—preserving ag-
gregation algorithms play an important role in applications of the WSNs. In recent years some privacy—preserving aggregation algorithms
based on the slicing in WSNs have been brought up, for instance SMART ( Slice—-Mix—AggRegaTion ) ,which can efficiently protect the
security of data when the number of the slices is not less than 3. But there are too many packets in the network during the slices—mixing,
SMART suffers high packet loss ratio arising from the packet collision. In this paper, present a new private data aggregation schema called
LTPART in WSNs. Based on a secured and efficient key allocation policy, LTPART reduces data communication overhead with a new
data slicing algorithm when the security can be ensured. In the period of data aggregation, LTPART allocates fixed and floating time slices
for each layer to ensure the completion and accuracy of data aggregation of sensor nodes. The simulation result shows that LTPART costs
N (N is the number of nodes in the network) less than SMART (J=3) in terms of communication under the premise of efficient protec-
tion of data privacy.
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