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Abstract: Through the analysis of IEEE802. 11i key negotiation mechanisms, it is found that there exists security vulnerability in 4-way
handshake , which will lead to a DoS attack. Aiming at this security flaw,an improved method based on pairwise key encryption technolo-
gy is developed. This improved method encrypts keying material using AES encryption algorithm , which changes the transfer key material
strategy in 4—way handshake process, so as to avoid DoS attack. This improved method is simulated by using Python and the pyCrypto

module. From the simulation results it can be seen that the improved method can well avoid DoS attack,at the same time will not cause

the applicant’ s run out of memory and CPU performance decline, further enhance the security of WLAN.
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