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A Cluster Anomaly Measure Approach for Unsupervised
Anomaly Intrusion Detection

CHEN Jian' ,CAI Long-zheng’
(1. Computer Engineering Technical College , Guangdong Institute of Science and Technology,Zhuhai 519090, China;
2. Engineering and Commerce College, South—central University for Nationalities, Wuhan 430065 , China)

Abstract ; Mainly study the method of Pearson correlation coefficient to calculate the symbol attribute distance between record and cluster,
cluster and cluster. A new metric, Approximate Average Distance ( AAD) ,is proposed as cluster anomaly measure. AAD combines a
cluster’s local anomaly ,the number of members,and its global anomaly ,the distance with other clusters. An approach of unsupervised a-
nomaly intrusion detection is also studied,in which records are checked with the classified clusters as detection models. To timely find in-

trusion behavior,reduce the loss caused by the invasion. Empirical experiments with the KDD 99 data set show that AAD can detect intru-

sions with relatively high detection rate and low false alarm rate compared with other researches.
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